With the wide application of color images, watermarking for the copyright protection of color images has become a research hotspot. In this paper, a robust color image watermarking algorithm based on all phase discrete cosine biorthogonal transform (APDCBT) and shuffled singular value decomposition (SSVD) is proposed. The host image is transformed by the 8 × 8 APDCBT to obtain the direct current (DC) coefficient matrix, and then, the singular value decomposition (SVD) is performed on the DC matrix to embed the watermark. The SSVD and Fibonacci transform are mainly used at the watermark preprocessing stage to improve the security and robustness of the algorithm. The watermarks are color images, and a color quick response (QR) code with error correction mechanism is introduced to be a watermark to further improve the robustness. The watermark embedding and extraction processes are symmetrical. The experimental results show that the algorithm can effectively resist common image processing attacks, such as JPEG compression, Gaussian noise, salt and pepper noise, average filter, median filter, Gaussian filter, sharpening, scaling attacks, and a certain degree of rotation attacks. Compared with the color image watermarking algorithms considered in this paper, the proposed algorithm has better performance in robustness and imperceptibility.
Introduction
With the rapid development of the information age, digital images, as important information carriers, have been widely spread on the network. Images are easy to copy and spread in large quantities, which brings convenience to people, but also makes piracy and infringement more and more serious. In recent years, endless piracy and infringement incidents have emerged, seriously affecting the legitimate rights and interests of copyright owners and disrupting the normal market order and social public order. Improving the level of copyright protection and information security for digital images has become a research hotspot. Techniques for copyright protection include cryptography [1] , steganography [2] , digital fingerprinting [3] , and digital watermarking [4] . Among them, digital watermarking is the most commonly used copyright protection technology for digital products due to its good concealment, robustness, and stability. Until now, digital watermarking has been applied to the copyright protection of texts [5] , images [6] [7] [8] , audios [9] , videos [10] [11] [12] , and so on, especially images.
Since the advent of color displays, black-and-white displays have been rapidly replaced. With the rise of this technology, color images have replaced black-and-white images and gray images. As a result, the watermarking technology for copyright protection of color images has gradually developed. Depending on the difference of the embedding locations, image watermarking can be divided into two categories: watermarking in the spatial domain [13] [14] [15] and watermarking in the transform domain [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] [27] [28] . Chou and Wu [13] embedded the color watermark image into the color host images uniformly by modifying the quantization indices of color pixels. This algorithm cannot effectively resist various attacks. Su et al. [14] calculated the approximate maximum eigenvalue of the Schur decomposition in the spatial domain to embed the watermark without true Schur decomposition. Su et al. [15] embedded the watermark into the direct current (DC) coefficient of two-dimensional (2D) discrete Fourier transform (DFT) obtained in the spatial domain. These two algorithms have both the advantages of the spatial domain and frequency domain.
Watermarking algorithms in the spatial domain are easy to implement but have poor robustness, while watermarking algorithms in the transform domain are robust and have wide application range. Barni et al. [16] embedded the watermark by changing all discrete cosine transform (DCT) coefficients of each color channel. A threshold was used in this algorithm to minimize the difference of extracted watermark information. Liu [17] extended the perceptual model used in gray images to the color images, and estimated the noise attack threshold of each wavelet coefficient in the luminance and chrominance of the color image to meet the requirements of imperceptibility and robustness. Patvardhan et al. [18] took the quick response (QR) code as the carrier of watermark information, and combined discrete wavelet transform (DWT) and singular value decomposition (SVD) to embed the watermark into the luminance component of host images. Roy and Pal [19] proposed a color multiple watermarking method based on DCT and repetition code. Two watermarks were embedded into green and blue components, respectively. The computational complexity of this algorithm is high. Based on the local invariant significant bit-plane histogram, Niu et al. [20] presented a new robust color image watermarking algorithm, which embedded the watermark into the affine invariant local feature regions. Its limitation is that it has lower watermark capacity. In addition, it cannot be used effectively in real-time applications. Liu et al. [21] proposed a robust hybrid color image watermarking algorithm by fusing a local KAZE feature-based watermarking scheme with a conventional watermarking scheme based on integer wavelet transform (IWT). Its watermark capacity is limited. Chang et al. [22] converted the color host image into the YIQ color space, and embedded two binary watermarks into the DCT domain of the quadrature chrominance component. The imperceptibility of this algorithm is relatively poor. Lakrissi et al. [23] proposed a novel dynamic color image watermarking algorithm combining the DWT with SVD. The watermark was randomly embedded into LL sub-bands based on the human visual system (HVS) to choose an adaptive scaling factor. Li et al. [24] proposed a novel color image watermarking scheme based on the quaternion Hadamard transform (QHT) and Schur decomposition. Rosales-Roldan et al. [25] used SVD, DWT, and DCT to transform the luminance component of host images and embedded the watermark using the quantization index modulation (QIM). Roy and Pal [26] embedded the watermark into the luminance component of host images based on DWT and SVD. Vaidya and Mouli [27] used multiple decompositions, including DWT, contourlet transform (CT), Schur decomposition, and SVD, to embed the watermark into the luminance component of the host image. Mohammad and Gholamhossein [28] adopted the teaching-learning-based optimization (TLBO) method to automatically determine the embedding parameters and suitable locations for inserting the watermark. Laur et al. [29] proposed a non-blind color image watermarking scheme based on DWT, chirp Z-transform (CZT), QR decomposition, SVD, and entropy, which embedded the watermark into low entropy parts of all three RGB components. Cedillo-Hernandez et al. [30] proposed a robust-encoded color image watermarking algorithm using the image normalization procedure and DCT transform. To improve the security of the algorithm, a convolutional encoder was used to encode the watermark. All of these algorithms used gray or binary images as the watermark.
With the development of color image watermarking algorithms, color images have gradually been implemented as watermarks [31] [32] [33] . Su et al. [31] performed two-level DCT on the color host image and embedded the color watermark into DC coefficients and alternating current (AC) coefficients. Su and Chen [32] proposed an improved dual color image watermarking scheme based on the Schur decomposition, using the features obtained by the Schur decomposition to embed or extract
Preliminary Concepts
To improve the robustness of the algorithm, the advantages of the APDCBT and SSVD are combined to determine the appropriate locations for watermark embedding. To improve the security of the algorithm, the Fibonacci transform is adopted to scramble the watermark image. In addition, the QR code is introduced to further improve the robustness of the algorithm. This section mainly introduces the concepts and characteristics of these three transforms and the QR code.
APDCBT
The APDCBT was proposed to solve the serious block artifacts caused by DCT at low bit rates in image compression [35] . Compared with DCT, the APDCBT has better low-frequency energy accumulation and high-frequency energy attenuation characteristics. Due to these characteristics, the APDCBT has been applied in many fields, such as image compression and digital watermarking [36] . The transform matrix of APDCBT can be expressed as Equation (1):
where N is the size of the image block X. Performing the APDCBT on X can be presented as Equation (2):
where A is the transform coefficient matrix and B is the transform matrix of APDCBT. 
SSVD
The SSVD [37] was developed on the basis of the standard SVD. Different from the SVD, SSVD adds a scrambling process, which can be expressed as Y =Ŝ {X}, where X is the input image, Y is the scrambled image, andŜ is the shuffled operator. In other words, SSVD scrambles the input image first, and then performs standard SVD on the scrambled image Y. The scrambling method used in the proposed algorithm is the Fibonacci transform, which will be introduced in Section 2.3.
SVD is a type of matrix decomposition that can be applied to any matrix. By performing SVD on a complex matrix, three smaller and simpler submatrices can be obtained, which can describe the important characteristics of the complex matrix. For a matrix Y, its SVD can be expressed as Equation (3):
where U and V are orthogonal matrices and S is a diagonal matrix. The matrix S contains the singular values of matrix Y, which can represent the main information of matrix Y and has high stability. Due to this characteristic, SVD is widely used in the watermarking field.
Fibonacci Transform
Matrix transform is one of the most commonly used image scrambling methods. For an image F of size N × N, its Fibonacci transform [11] can be shown as Equation (4):
where (x, y) is the coordinate of image F and (x , y ) is the coordinate after the transform. The Fibonacci transform is periodic, and its transform periods for images with different sizes are shown in Table 1 . When the images are the same size, the period of Fibonacci transform is twice as long as an Arnold transform [38] . Therefore, the Fibonacci transform can provide more key space and improve the security of watermarking algorithms. 
Watermark Preprocessing
The watermark preprocessing is performed to improve the security of the watermarking algorithm. SSVD is used to preprocess the watermark image. Here, the Fibonacci transform is used to scramble the color watermark image, and the scrambling process is shown in Figure 2 . 
The watermark preprocessing is performed to improve the security of the watermarking algorithm. SSVD is used to preprocess the watermark image. Here, the Fibonacci transform is used to scramble the color watermark image, and the scrambling process is shown in Figure 2 .
The specific watermark preprocessing process is presented below.
Step 1: Divide the color watermark image W of size 64 × 64 into R W , G W , and B W components.
Step 2: Apply the Fibonacci transform to scramble the three color components.
Step 3: Perform SVD on the scrambled components, as shown in Equation (5):
where C s are the three scrambled color components, U Cs and V Cs are orthogonal matrices for C s , and S Cs are singular value matrices for C s .
Step 4: Generate embedded watermark using Equation (6):
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(a) (b) Figure 1 . The frameworks of the proposed color image watermarking algorithm: (a) Watermark embedding; (b) Watermark extraction. APDCBT: all phase discrete cosine biorthogonal transform; SVD: singular value decomposition; DC: direct current.
Algorithm 1. Watermark Preprocessing Algorithm

Watermark Embedding
The watermark embedding process is shown in Figure 1a , and the detailed steps are given below.
Step 1: Divide the color host image I of size 512 × 512 into R, G, and B components.
Step 2: Divide each component into nonoverlapping 8 × 8 blocks, and apply the APDCBT to each block to obtain the DC coefficient, and then the DC coefficient matrices M C can be obtained, where C = {R, G, B}.
Step 3: Perform SVD on M C to obtain singular value matrices S C , where C = {R, G, B}.
Step 4: Use Algorithm 1 to preprocess the color watermark image and obtain W C , where C = {R, G, B}.
Step 5: Embed W C into S C according to Equation (7): 
where α is the embedding strength of the watermark, and S CW are three singular value matrices with the embedded watermark. U CW and V CW are orthogonal matrices for S CW , and S CW1 are the singular value matrices for S CW . Save U CW , V CW , and S C for watermark extraction process.
Step 6: Apply the inverse SVD to S CW1 , then the watermarked M * C can be obtained.
Step 7: After performing the inverse APDCBT, three watermarked color components can be obtained. Use the concatenate (cat) operator to stack them, and then the watermarked color image I * can be obtained.
To more comprehensively illustrate the watermark embedding process, its pseudocode is shown in Algorithm 2. 
Algorithm 2. Watermark Embedding Algorithm
Watermark Extraction
The watermark extraction process is shown in Figure 1b , and the detailed steps are given below.
Step 1: Divide the suspicious color image I into R , G , and B components.
Step 2: Divide each component into nonoverlapping 8 × 8 blocks, and apply the APDCBT to each block to obtain the DC coefficient matrices M C , where C = R , G , B . Step 3: Perform SVD on M C to obtain singular value matrices S CW1 , which can be presented as Equation (8):
where U C and V C are orthogonal matrices for M C .
Step 4: The embedded watermark W C can be obtained according to Equation (9):
Step 5: Obtain the three color components C W using Equation (10):
Step 6: Apply inverse Fibonacci transform on C W to obtain the reconstructed color components C WR .
Step 7: Reconstruct the final watermark image W by using the concatenate operator to stack the three color components C WR , that is, R WR , G WR , and B WR .
To more comprehensively illustrate the watermark extraction process, its pseudocode is shown in Algorithm 3.
Algorithm 3. Watermark Extraction Algorithm
Experimental Results and Analysis
In this section, to evaluate the performance of the proposed algorithm, several experiments are performed using MATLAB R2014a on an Intel Core i5-4590 3.30 GHz CPU. All 24-bit color images of size 512 × 512 in the CVG-UGR image database [39] are prepared as host images. In this paper, six color images, including "Lena", "Baboon", "Airplane", "Sailboat", "House", and "Peppers", are selected to illustrate the experimental results, which are shown in Figure 3 . In addition, three 24-bit color images of size 64 × 64 are used as the watermarks, which are shown in Figure 4 . Among them, Figure 4a is the school badge of Shandong University; Figure 4b is the English abbreviation of Shandong University (Weihai) drawn with Microsoft Visio 2010; and Figure 4c is a color QR code containing a personal website [40] generated by a QR code generator. The imperceptibility and robustness of the proposed algorithm are tested and compared with algorithms [18, 31, 34] .
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Evaluation Indexes
In general, peak signal-to-noise ratio (PSNR) and structural similarity index (SSIM) [41] are used to evaluate the imperceptibility of watermarking algorithms, while the normalized correlation coefficient (NCC) is used to evaluate the robustness of watermarking algorithms [31] . The definition of PSNR is shown as Equation (11):
where the mean square error (MSE) can be defined as Equation (12):
where f and f w are the original host and watermarked images of size M × N, respectively. In this paper, the PSNR of color images is calculated by averaging the PSNRs of R, G, and B components (PSNR R , PSNR G , and PSNR B ), which can be defined as Equation (13):
where PSNR c is the PSNR value of color images. The definition of SSIM is shown as Equation (14):
where f and f w are the original host and watermarked images, respectively. µ f and µ f w represent the mean values of f and f w , respectively; σ f and σ f w are the variances of f and f w , respectively; σ f f w is the covariance between f and f w ; and C 1 and C 2 are two constants to maintain the stability. Usually, the larger the PSNR and SSIM are, the better the imperceptibility is. The definition of NCC is shown as Equation (15):
where W and W are the original color watermark image and extracted watermark image of size M × N, respectively. The NCC values range from 0 to 1, and the larger the NCC is, the stronger the robustness is.
Imperceptibility
Imperceptibility means that the watermark embedded into the image cannot be perceived by the human eyes, that is, the embedded watermark cannot affect the visual quality of the image. The embedding strength of the watermark plays an important role in the performance of a watermarking algorithm. The selection of it must take the imperceptibility and robustness of the watermark into account. Here, taking "Lena" as the host image, the changes of PSNR, SSIM, and NCC with the embedding strength α are shown in Figure 5 . To show the imperceptibility of the algorithm more comprehensively, taking "Baboon", "Airplane", "Sailboat", "House", and "Peppers" as objects, the change of the imperceptibility with the embedding strength is tested, and the test results are shown in Table 2 . As can be seen from Figure 5 and Table 2 , under the same conditions, the imperceptibility of the watermark using a QR code is better than the other two types of watermarks, which shows that QR code can be used as the carrier of watermark information to achieve the watermark embedding. When the embedding strength α equals 5, most PSNR values are larger than 44 dB and most SSIM values are larger than 0.99, while all the NCC values equal 1. Therefore, the embedding strength in the proposed algorithm is set to 5. Taking "Lena" and "Baboon" as objects, the subjective effects of the watermarked images and the extracted watermark images when without performing any attacks on host images are shown in Table 3 .
From Table 3 , we can see that the watermarked images have no trace of watermark embedding, and the watermarks can be completely extracted. To compare the proposed algorithm with other three robust image watermarking algorithms, the PSNR, SSIM, NCC, and the watermark capacity of them are listed in Table 4 .
From Table 4 , we can see that the watermarks in algorithm [18] are gray images, while algorithms [31, 34] and the proposed algorithm embed color watermark images into color host images. Although the PSNR of the proposed algorithm is less than algorithm [18] and larger than algorithms [31, 34] , the SSIM and NCC of the proposed algorithm are both better than those of the other three algorithms. From Table 3 , we can see that the watermarked images have no trace of watermark embedding, and the watermarks can be completely extracted. To compare the proposed algorithm with other three robust image watermarking algorithms, the PSNR, SSIM, NCC, and the watermark capacity of them are listed in Table 4 . From Table 4 , we can see that the watermarks in algorithm [18] are gray images, while algorithms [31, 34] and the proposed algorithm embed color watermark images into color host images. Although the PSNR of the proposed algorithm is less than algorithm [18] and larger than algorithms [31, 34] , the SSIM and NCC of the proposed algorithm are both better than those of the other three algorithms.
Robustness
Robustness means that the watermark image can still be extracted from the watermarked image after suffering various attacks. In the storage and transmission processes, it is inevitable for color images to undergo various attacks. To test the robustness of the proposed algorithm, various common From Table 3 , we can see that the watermarked images have no trace of watermark embedding, and the watermarks can be completely extracted. To compare the proposed algorithm with other three robust image watermarking algorithms, the PSNR, SSIM, NCC, and the watermark capacity of them are listed in Table 4 . From Table 4 , we can see that the watermarks in algorithm [18] are gray images, while algorithms [31, 34] and the proposed algorithm embed color watermark images into color host images. Although the PSNR of the proposed algorithm is less than algorithm [18] and larger than algorithms [31, 34] , the SSIM and NCC of the proposed algorithm are both better than those of the other three algorithms.
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Real-Time Analysis
To compare the real-time performance of the four algorithms, we take "Lena", "Baboon", "Airplane", "Sailboat", "House", and "Peppers" as objects to test the average execution time for watermark embedding and extraction. The test results are given in Table 8 , including embedding time, extraction time, and total time. All values in Table 8 are obtained by averaging the execution time of six objects, and the execution time of each object is obtained by averaging 10 test results. From Table 8 , we can see that the embedding time, extraction time, and total time of the proposed algorithm are all shorter than those of the other three algorithms. The execution time of reference [31] is the longest, and the execution time of reference [18] is similar to that of reference [34] . As for reference [31] , its watermark preprocessing and embedding processes prolong the total execution time. In conclusion, the real-time performance of the proposed algorithm is better than the other three algorithms.
Conclusions
In this paper, a double color image watermarking algorithm is proposed. The main contributions are as follows. (1) The APDCBT transform is introduced into the color image watermarking algorithm. The better low-frequency energy accumulation characteristics of the APDCBT and the stability of SSVD are combined to ensure the robustness of the algorithm. (2) The Fibonacci transform with larger key space is used to improve the security of the algorithm. (3) The watermarks for embedding are color images, not gray or binary images. Additionally, the color QR code with error correction mechanism is introduced to be a watermark, which can further improve the robustness of the algorithm. The experimental results show that the algorithm can effectively resist common image processing attacks, such as JPEG compression, Gaussian noise, salt and pepper noise, average filter, median filter, Gaussian filter, sharpening, and scaling attacks, while its robustness to rotation attacks is relatively weak. In the future, we will consider how to improve the resistance of the algorithm to high-intensity rotation attacks.
